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The “Electronic Jihad”
How Social Media are Used for Disseminating Terrorist Propaganda 

Th e messages with ISIS propaganda content that incite hatred and a radical 
interpretation of the Islamic religion have played an important role in the 
impressive increase the number of young Muslims who have travelled to Syria 
and Iraq in recent years to join the cause of the “New Caliphate”. 

According to Europol public report about 5,000 radicalized young people 
only from EU member states travelled to become part of this new community of 
so-called international jihadist brigades. (Online jihadist propaganda, 2018) 

Th e tragedies of the last two decades on the streets of Europe, the devastating 
terrorist attacks in the capitals of Western states, have mobilized Europol and 
led the institution to improve its counter-terrorism strategies. Th us, the Euro-
pean Counter Terrorism Centre (ECTC) was established. Th e team of experts 
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and analysts from Europol processed and analysed more than 14 terabytes (TB) 
of information. Th e result of these analyses opened new opportunities in the 
investigation of the phenomenon of jihadist terrorism.

An operational support given to Europol is that provided daily by the EU 
Internet Referral Unit (IRU) for the detection and investigation of content that 
openly incites hatred or armed violence, content broadcast on the Internet and 
social networks. Th is cyber-crime unit in the virtual world not only provides 
strategic perspectives on jihadist terrorism, but also provides valuable information 
that can be used in criminal investigations.

In last two years, the IRU had already identifi ed, analysed and evaluated 
7364 materials posted online, suspected of terrorism and extremism. In 6,399 
cases, Europol called on Internet companies to remove content and was successful 
in 95% of online terrorist propaganda cases. 

Th e eff orts of radical Muslims with a propensity for terrorism to establish a 
permanent presence on Facebook by creating groups and virtual communities, 
affi  liated with terrorist websites, allowed them to eliminate the communicational 
distance between supporters and leadership of terrorist groups. Facebook 
succeeded in imposing personalized, friendly relationships, thus helping to 
overcome emotional or educational barriers. Terrorists operating on Facebook 
become friends with their cause supporters and through personalized direct 
conversations they can spread their anti-Western ideas and feelings.

Th e fl ow of information will continue as the sympathizer becomes 
indoctrinated and radicalized, eventually leading to the individual being 
examined and accepted as “one of us”. Subsequently, they have access to password 
protected forums and websites. Th is is the best case terrorist groups hope for 
when targeting social networking sites for new members.

In his study Terror on the Internet, Gabriel Weimann, professor at the Uni-
versity of Haifa stated that, in addition to recruiting new followers, Facebook is 
used by radical Islamic organizations to gather military and political information. 
(Weimann, 2006) Many users do not even bother to fi nd out who they confi rm as a 
“Facebook friend” (“computable friendships” a concept launched by Taina Bucher) 
(Bucher, 2018) and who gives them access to a large amount of information from 
their personal lives. 

Countries such as the United States, Canada and the United Kingdom have 
trained their military personnel to remove personal information from Facebook 
because there is a risk that Al Qaeda or ISIS will monitor their lives and actions. 
(Weimann, 2006) For example, a survey of Lebanese user groups showed that 
Hezbollah is searching Facebook for material on Israeli military activities.

In parallel, terrorists are able to create false profi les that allow them to en-
ter highly visible groups. Th e clandestine methods of psychological infl uence of 
the target audience on social media involves the creation of fake accounts and 
their secret use, trolling activities in the social media area (called by some experts 
“hybrid trolls”). (Schlegel, 2018)
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Radicalization of “digital natives”
Th e diffi  culty of analysing the phenomenon of online radicalization comes 

from the fact that in the academic world there is not yet a unanimously accepted 
defi nition of radicalization, or of extremism. Th e causes are as many as the 
academic or ideological controversies. However, there is a defi nition considered 
relatively relevant to the Western academic world and it was developed by the 
fi rst Canadian independent non-profi t organization aimed at preventing violent 
radicalization, Th e Centre for the Prevention of Radicalization Leading to 
Violence (CPRLV). Th is Canadian NGO defi nes radicalization in these terms: 
“Radicalization is a process by which people adopt extremist belief systems - 
including the desire to use, encourage or facilitate violence - in order to promote an 
ideology, political project or cause such as to this means of social transformation.” 
(Th e Centre for the Prevention of Radicalization Leading to Violence, CPRLV, 
2019)

In the view of this Canadian non-governmental organization, the process of 
radicalization that leads to violence is “a dynamic that involves individuals severing 
ties with those in their immediate environment (family, friends, colleagues, etc.), and 
progressing along a radical path that may eventually lead to violence”. (Th e Centre 
for the Prevention of Radicalization Leading to Violence, CPRL, 2019) To this 
defi nition is added another, used in the European Union and it was developed in 
2018 by the European Commission: “Th e radicalization is a complex phenomenon 
of people embracing radical ideology that could lead to the commitment of terrorist 
acts.” (European Commission, 2018) 

Radicalization, some experts say, would be the result of a failure of 
integration. Aft er several generations, the Muslim community still lives in poorer 
socioeconomic environments than the average of the native populations of the 
West. Th e explanation is partially valid.

A European Commission study, conducted in 22 European countries and, 
took into account the impact of wealth, unemployment, the size of the Muslim 
community, education, and the quality of democracy and the ideological position 
of governments on the phenomenon of foreign fi ghters. All these factors have 
intensifi ed identity confl icts among young Muslims, raising their awareness of 
extremist messages. 

Until now, it has been considered that the radicalization of Muslim youth 
takes place in two ways: 1/ Islamic radicalization in prison for young people who 
come into contact with the sphere of crime (Lorenzo Vidino, Bennett Cliff ord, 
Farhad Khosrokhavar Mark S. Hamm, Peter Neumann, Imran Awan, Alison 
Liebling) and 2/ radicalization by proximity by contact with a group of friends at 
school or at home (Bart Schuurman, Carl Miller, Anja Dalgaard-Nielsen, Julien 
van den Elzen). Online radicalization was seen only as an adjunct to the fi rst two 
types of radicalization.

We believe that online radicalization should be considered the primary 
fertile ground on which the other poisonous plants of radicalization can later 
take root. Intoxicating the minds of children from Muslim families from an early 
age through the Internet with messages of extreme violence is in fact the fi rst and 
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most eff ective way to create younger generations with a nihilistic mentality and 
kamikaze drives. 

One of the crucial factors that facilitate the online radicalization of youth 
is the very mental structure of the younger generations. Th ese new generations 
are made up of so-called “digital natives”. (Prensky, 2001) Th ey are the ones who 
accept online media much more naturally as an integral part of their lives and 
social relationships than the older generations. “Digital natives” are generally 
born aft er the 1980s. Th ey come from generations that feel most comfortable in 
the digital age, because they grew up from a very young age using technology. 

According to Marc Prensky, digital natives are the generation of young 
people who are “native speakers” of the digital language of computers, video games 
and the Internet. For instance, the increased dependence of Muslim children 
of generation X or Z on technology is speculated to the maximum by terrorist 
groups, and the best indirect form of their conditioning is the creation of a true 
sub-cultural mythology of violence, presented in propaganda as a lawsuit. Daesh, 
but also Hezbollah, excels in techniques for colonizing the youthful imagination. 
As Miron Lakomy pointed out: “Th e video games have become a unique medium 
which have dual use for promoting the jihadist agenda. Daesh-linked activities 
proved to be the fi rst to merge the direct use of electronic entertainment soft ware 
with other methods, such as including references to gaming in other forms of cyber 
jihad.” (Lakomy, 2017) Miron Lakomy called this phenomenon “gaming jihad” 
and believes that “the exploitation of electronic entertainment soft ware may be a 
forerunner for the increased interest of other violent extremist organizations in this 
medium”. (Lakomy, 2017)

In the conception of these digital natives, the importance of face-to-
face communication decreases, and that of online communication increases 
progressively. (Prensky, 2001) With this unlimited confi dence in online 
communication, digital natives of the younger generations are easier to be 
manipulated through social networks because their presence in the virtual 
environment gradually diminish their critical spirit, attenuates their discernment, 
makes them unable to draw a clear line of demarcation between real and virtual, 
between truth and fi ction. At the same time, these digital natives tend to feel 
fl attered when certain members of terrorist groups, seen as exponents of “heroic 
movements,” surrounded by the aura of mystery of modern warriors, contact 
young digital natives directly on the personal accounts of social media. (Prensky, 
2001)

Exposing young people at an early age to extremist messages disseminated 
online by Islamic radicals runs the risk of these young people forming a mutilated 
pre-political consciousness and being more easily exposed to later jihadist 
radicalization, wherever it manifests itself (in prisons or in the gangs in their 
neighbourhood). As Marc Sageman intuited more than a decade ago, “ face-to-
face radicalization has been replaced by online radicalization”. (Sageman, 2004)
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A molecular model of contagion
I believe that the phenomenon of online radicalization, its magnitude and 

its psychosocial consequences, can best be explained by what we might call the 
molecular model of contagion.

Th is molecular model of contagion of the minds and souls of young followers 
of the jihadist cause is best represented by the propagation of the terrorist narrative 
through the Twitter social network. Th e rapid dissemination of extremist content 
‒ especially snuff  videos ‒ is like the process of direct cell division. Th e interaction 
of a single receiver with the extremist message subsequently generates a 
contamination of his circle of friends on Twitter, but also on other social networks 
(Facebook, WhatsApp, Viber, Instagram, Telegram). 

Th e notion of “molecular fascism” was fi rst put forward by the French 
philosopher Félix Guattari at a conference in Italy in 1973, and later detailed in 
a collection of essays titled “Révolution moléculaire”. For Guattari, “alongside 
fascism in the concentration camps” today, in the post-modern society of the West, 
we can see how it develops insidiously “new forms of molecular fascism” which are 
born “in familial ambient, in school, in racism, in ghettos of all kinds”. (Guattari, 
2012) We believe that the basis of such a molecular model of contagion with to-
talitarian instincts and violent social behaviors is online radicalization and that, 
by extension, the concept of “molecular fascism” (Guattari, 2012) can be extended 
to the general process of indoctrination of young people from the earliest ages to 
maturity by jihadist groups.

Researchers have studied this phenomenon of mental contagion and 
molecular communication between terrorists, new recruits, followers and new 
supporters. Th eir conclusion is disturbing. Th e social network Twitter is the 
most exposed to the viral transmission of the jihadist propaganda virus. (Deven, 
2018) Th ey have even established a contamination scheme with extremist content 
that clearly shows the mechanism of propagating extremist messages: “One of 
the common relationships used to build a Twitter social graph ‒ and the primary 
technique used by the online jihadist literature we consider here ‒ is that of one 
user following another user’s account.” (Deven, 2018) Just like a perpetual chain 
reaction of nuclear fi ssion, the proliferation of jihadist messages on Twitter is 
spreading and with its spread the number of receptors increases in geometric 
progression.

Th e terrorist organization “Islamic State” has fully exploited social media 
networks, in its case most oft en being Twitter. Th rough this social network ISIS 
spread its propaganda messages all over the world to attract people vulnerable to 
radicalization to the terrorist cause. By virtue of its large number of supporters 
and highly organized tactics, ISIS managed to exert a reduced impact on the way 
the world perceives this organization, by disseminating images with graphic 
violence (beheading some Western journalists, killing an air force pilot). Security 
services that monitor ISIS activities on Twitter cannot accurately indicate how 
many Twitter users support ISIS, who they are and how many of those supporters 
participate in its extremely well-organized online radicalization program.
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Twitter pages are confi gured to notify followers of radical Islamist websites 
and blogs. Th e Twitter page serves as an intermediary between supporters and 
terrorists behind these sites and blogs. Whenever a new addition to the website 
appears, a link to the update is posted on Twitter. Th is method instantly updates 
the following who receives the tweet. Twitter followers are now able to go directly 
to the site to view the update, reducing the diff erence between propaganda and 
supporters. Using these types of communication in social media, terrorist groups 
have inspired internal terrorism and determined seemingly normal people to act 
in support of their cause.

According to a study elaborated by Th e Brookings Project, it is estimated 
that at least 46,000 Twitter accounts were used by ISIS supporters, although not 
all were active at the same time. Th e fi gure of 46,000 is the most realistic for 
this time frame. Th e maximum estimate is in the vicinity of 70,000 accounts. 
Typical ISIS supporters were located within the organization’s territories in Syria 
and Iraq, as well as in the regions disputed by ISIS. Hundreds of accounts that 
support ISIS have sent tweets with embedded location metadata. (Th e Brookings 
Institute, 2015)

Data from the study also show that almost one in fi ve ISIS supporters 
chose English as their primary language when using Twitter. Th ree-quarters 
of them preferred to use Arabic. Th e accounts that support ISIS had an average 
of about 1,000 followers each, considerably larger than a regular Twitter user. 
ISIS supporters have also been much more active than Twitter users who do not 
support this terrorist organization. 

Th e study also shows that much of the success of ISIS on social media can 
be attributed to a relatively small group of overactive users (between 500 and 
2,000 accounts). In September 2014, Twitter began suspending large numbers of 
accounts supporting ISIS. Th e researchers who developed this study were able 
to gather information on how the deletion of these Twitter accounts aff ected the 
total network of supporters. (Berger and Morgan, 2015)

Th e suspensions of the accounts had as concrete eff ects the limitation 
of the communication power of the terrorist organization and the blocking of 
intense pro-ISIS propaganda activities on the social network. Some critical views 
of security experts claim that suspensions of ISIS accounts are ineff ective. In 
addition, the process of suspending Twitter accounts creates new risks. 

Th e ultimate goal: to undermine the constitutive values of the West
Although the suspensions on the social network created obstacles for ISIS 

supporters, this action could paradoxically increase the speed and intensity of 
the radicalization phenomenon. I believe that eff orts to combat jihadist terrorism 
cannot be reduced to surveillance of online activities, nor can it turn into a mere 
internet police force. I believe that such eff orts to combat online radicalization 
must take place in a new paradigm that combines the axiological and psycho-
educational dimensions. 

We are in what some specialists call “cultural war” (expression belonging to 
the former German Chancellor Otto von Bismarck and which became a concept 
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investigated in the early 1990’s by the American sociologist James Davison Hunter) 
and competition between immeasurable values. De-radicalization should begin 
with cultural and educational programs aimed at decolonizing the imagination 
of young people and emancipating them from archetypes of anarchist violence or 
false justice. 

Th e specialists have expressed in various analyses (see Linda Schlegel, Da-
niel Grinnell, Jytte Klausen, J. M. Berger) the idea that the terrorist propagan-
da on social media gradually become a ferment for a multitude of emotional 
reactions and behavioural attitudes in the chain. Th e ultimate goal of the debates 
launched by terrorist groups on social networks is no longer just about justifying 
and organizing specifi c terrorist attacks, but about true political or pseudo-
philosophical forms in which the fundamental values   of the West (the rule of 
law, democracy, fundamental rights and freedoms, tolerance) are systematically 
deconstructed and denied. 

In his extensive data analysing study ISIS: Th e State of Terror, Berger and Stern 
conclude that all of this viral infection on the social media network Twitter with 
jihadist content, though stopped by closing thousands of accounts of terrorists 
and their supporters, will leave lasting traces, especially in the unconscious of 
the younger generation in the West.  (Berger & Stern, 2015) According to them, 
the range of radicalized behaviours that terrorists have managed to inculcate in 
the minds of adolescents is a very broad one: “Aside from other terrorists who are 
already taking lessons from the Islamic State’s tactics, challenges on social media 
range from bullying and targeted harassment to extensive activities by foreign state-
sponsored disinformation and intelligence programs.” (Berger & Stern, 2015)

Analysts of the terrorist phenomenon believe that the solution to stop the 
viral spread of extremist online messages by jihadist groups is to create other 
algorithms to block and delete their accounts on social networks. We consider 
that this is only a temporary solution, a treatment of the eff ects and not of the 
cause. Extremist online messages have an eff ect on the imagination of teenagers 
and young people recruited by ISIS organizations if they are accompanied by 
two other operations to change the personality of victims recruited by terrorists: 
radicalization in local groups (gang of friends from school, near home) and 
radicalization in prisons of young people who, for various social and family 
reasons, are involved in petty juvenile delinquency.

Th e discussion forums of supporters of terrorist groups become laboratories 
of subversion, and, from a psychological point of view, the extremist ideas and 
the totalitarian visions expressed within them become an ideological ersatz with 
formative claims. Th is toxic ideological product becomes a substitute for real 
personal identity and can populate the imaginary of generations of adolescents 
and young people with fantasies of nihilism (such as: Western states can be 
paralyzed and destroyed by the chaos induced by mega-terrorist operations). As 
Linda Schlegel pertinently remarked: “Online radicalisation is both part of the 
strategy employed by potentially violent extremists and also a by-product of the 
proliferation of social media among the adherents of these groups. Not always is 
offi  cial propaganda the main driver, but rather, discussions started among users 
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oft en become accelerators of the processes of radicalisation. Th e new focus on the 
radicalisation of children on the Internet is a cause for concern and demands a 
comprehensive approach to combating it.” (Schlegel, 2018)

Our conclusion is that the true form of alienation is the operation on 
the mind, the subconscious of young recruits and the reversal of the existing 
hierarchy of values: the freedoms off ered by liberal-western states become sins 
and corrupt forms of government, secularism, and separation of religion from 
politics are seen as aberrations, deep contempt against the humanist culture that 
formed the free West, from the Renaissance to Modernity, passing through the 
Enlightenment.
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